Introduction
Social media has introduced a new world of opportunities for sharing, networking, staying in touch, and communicating. However, just as it has provided a vast medium for the exchange of information, it has also created equal opportunities for others, such as hiring personnel or admission offices, to snoop around, discriminate, and base their hiring and admission decision, in part, based on an individual's online persona. Therefore, this snooping could have employment or educational implications for a growing number of the population if the Social Networking Online Protection Act (SNOPA) or the PPA (Password Protection Act)
is not passed into law.
This article defines social media and discusses its popularity. Next, this article covers
Electronic copy available at: http://ssrn.com/abstract=2245911 2 fraud on the Internet, and why it is a legitimate concern for applicants as there is no guarantee that the searches the potential employer or educational institution conducts will return legitimate data.
Section four will explain the importance of the passage of SNOPA and the PPA by revealing some of the inadequacies of existing privacy laws and demonstrating how these laws leave the United States population vulnerable. Sections five and six highlight some of the current protection afforded students, applicants, and employees and articulates why these laws insufficient.
Throughout this article there is discussion regarding issues that individuals have encountered with employers and schools as a result of these entities' practices of snooping around using social media. Section seven of this article advocates the passage of both-SNOPA and PPA-and discusses alternative protection that may be afforded under other laws. In conclusion, this article will advocate for individuals to take action to prompt their local government to do what is necessary to ensure privacy rights are not squandered away. Further, argument will be made regarding the matters that individuals should consider if the laws do not fully provide coverage.
II. Background Social Media and Its Popularity
Social media has been defined by the National Labor Relations Board as "various online technology tools that enable people to communicate easily via the internet to share information and resources…." 1 Such social media sites would include Facebook, Twitter, LinkedIn and other similarly situated sites. Social media has become a part of many individuals' everyday lives, to the point where many do not go a day without interacting with some form of social media. 2 Facebook is currently the leading social networking site and has garnered over one billion active users throughout the world. 3 To put it in perspective, it has been said that if
Facebook were a country, it would be the third largest in the world, larger than the United States but coming in after China and India. 4 Even when on the move, people have social media by their side, with more than six hundred and four million active users accessing this leading social media site via their mobile devices.
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Also steadily increasing in popularity is Twitter, who has reported receiving 1 billion "tweets" per week with five hundred million users as of 2012. 6 As of February 2011, Twitter was averaging four hundred and sixty thousand new account each day. 7 Another popular social media site is LinkedIn, which operates the world's largest professional network on the Internetwith more than seventy four million members in the U.S. as of January 9, 2013. 8 The fastest growing demographic on LinkedIn is reported to be students and recent college graduates, making up twenty million of LinkedIn's members as of May 2012. Just as social networking sites are steadily growing in popularity with individuals, so too, is the popularity increasing with businesses for the purposes of using it as a screening tool. 10 In 2011, the Society for Human Resource Management reported that fifty-six percent of the employers who participated in their survey confirmed they were using social media in their hiring processes. 11 This result was a thirty-four percent increase from a survey conducted in
2008
. 12 This steady increase in popularity has the potential to leave individuals vulnerable to an invasion of privacy and potential discrimination when securing employment, or even seeking admission to educational institutions if the laws unless laws such as SNOPA and the PPA are enacted. Employers are not alone; schools have also followed suit and admission decisions are being determined, in part, by individuals' social networking presence.
III. Problem

Potential for Fraud on the Internet
The unfortunate reality is that the Internet and social media networks do contain fraudulent information. 13 18 First, his girlfriend, Megan, is really Angela. 19 Angela is a married woman with children. 20 The social network pictures portrayed to be "Megan" were later found to have been taken from a woman who lived in a different state. 21 The original songs received during their "relationship"
were discovered to be taken from other people on YouTube. 22 Even the artwork Nev received, which "Megan" claimed to have been created by her daughter, was in fact, created by Angela. 
The Inadequacies of Existing Laws
The enactment of SNOPA and the PPA is of critical importance when one realizes the limited protection individuals may be afforded after analyzing the framework of existing laws.
Moreover, some initial court decisions also provide a glimpse into the court's apprehension to limit potential employer's actions and their snooping around the public's social media pages. information. Court decisions show if the friend count is too high, one may be vulnerable to the snooping.
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Since the role of the judiciary is to apply the law that has been enacted, it is critical that the legislature take the action necessary to clearly establish that the protection of individual's rights will not be compromised simply due to technological advancements. 38 This clarity and
clear message is what the judicial branch needs so it can be comfortable in enforcing the protections due to the people. By the government's failure establish this clarity, it demonstrates that it has acquiesced to the trend. 39 Otherwise, absent the action of the legislature, we are really asking for the courts to step in and legislate since the legislature is not keeping up with the times.
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Until appropriate action is taken, the desire will continue to grow for the employers and educational institutions to perpetuate this activity because it has proven to be useful in obtaining a more accurate picture of the candidates. 41 As a result, stories will continue to emerge about the intentional snooping into personal pictures, comments, and posts unless something is done to restrict this behavior.
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To date, other snooping victims have attempted to seek protection and justice based on 37 Id. at *8, fn. 2.
the Stored Communications Act (SCA) and the Computer Fraud and Abuse Act (CFAA).
However, for employment candidates, these laws are not failsafe. 43 For example, the CFAA
requires that a plaintiff demonstrate that they have suffered at least five thousand dollars in damages within a twelve month timeframe to be eligible to bring a claim. 44 In addition, the SCA does not provide coverage for electronic communication that can be easily accessed by the public. 45 The SCA has been criticized for this gap and has been described as failing "to provide a clear framework for understanding whether a user has a reasonable expectation of privacy in his communications stored in the cloud."
46 Furthermore, the framework under the Fair Credit Reporting Act (FCRA) also fails to close the gaping hole of regulations protecting privacy. 47 While the FCRA does impose requirements for consent and notice for background checks that may involve viewing social media content, it fails in that it is only applicable to background screenings conducted by a thirdparty. 48 However, due to the type of information available on these social networking sites, it enables more and more organizations to successfully conduct their own independent search without engaging assistance of third party screening companies.
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More importantly, absent adequate laws, potential employees and students are subject 43 See Riego et al., supra note 30 at 21 (most job applicants would have difficulty demonstrating they suffered the economic loss or damages as a result of an invasion of privacy from "a snooping employer" as required under the CFAA); Feuer, supra note 2, at 475. 44 Act, which requires that employment decisions are not be based on "race, color, religion, sex, or national origin." 51 Whether or not the employer used this information in their decision, the fact that they had this information still introduces a plausible argument that the decision was a biased one.
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For example, in Gaskell v. University of Kentucky, the plaintiff was able to use evidence of an employer's internet searches as support for a claim of discrimination that allegedly occurred during the hiring process. 53 The university had an opening for a director's position. 54 An agent of the university performed an online search of the applicant, C. Martin Gaskell, and the results included an article that discussed astronomy and the Bible. 55 The individual who found the article then sent an email stating "the real reason we will not offer him [Gaskell] the job is because of his religious beliefs…" As a result, Gaskell was not offered the position. He subsequently sued for religious discrimination and the case was later settled. yet these characteristics are exactly the type of information that is readily available when social networking profiles are viewed. 60 As a result, even if a decision maker has the best intentions, by viewing these profiles it cannot be said definitively that protected characteristics or classifications are not being weighed when the hiring or admission decisions are being made.
Moreover, for those who are not neutral, these practices will facilitate discrimination.
Therefore, the growing sense of "right" or "entitlement" to research candidates is crossing the customary boundaries and is stretching into a large number of areas that will welcome discrimination if SNOPA and the PPA does not put a stop to it. This recent shift in modern day hiring procedures are a significant deviation from the customary approach to evaluating potential employment candidates. However, pressure is mounting to do something to afford people the protection they deserve. For example, the Maryland Department of Corrections reported that they suspended their social media password requirement policy for applicants for a period of forty-five days after receiving negative publicity for this procedure. 62 In another instance, a spokeswoman for Bozeman, MT announced that they would no longer ask applicants for their social media credentials as part of their "background check" after receiving harsh criticism when news of their hiring practice became known. 63 Initially, the company attempted to justify their practice by stating they had a duty to be thorough in their consideration of applicants.
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Unfortunately, this problematic trend also appears in schools and is affecting students of all ages, from kindergarten through twelfth grade and even well into college. 65 In some instances, schools have required students to hand over their personal username and passwords and are justifying this practice as a measure used to curbing bullying or other behavioral issues at school. 66 However, some colleges has even gone a step further and are not only demanding access to the social networking sites, but have also required students to install spy software on their computers. 67 Attorney, Bradley Shear, who has written extensively on these topics, has called what is happening in colleges an "epidemic." 68 He calls these practices into question saying, "[w]hen did it become legal for public universities to be able to require their students to download spying software onto their personal iPhones or social media account to monitor password-protected digital content?"
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Even speaking from personal experience, I know I have been told that as a law school student, I should be prepared to hand over my personal credentials to the Florida Bar if deemed necessary. To date, this request has not been made of me, but it seems that there is no limit to the span of this intrusive scourge. The ironic polarization of this issue is that is seems there is a large segment of this population that may be vulnerable to this intrusive behavior, which is being promulgated by many different industries-including legal and government entities-and at all levels from young children to corporate America. Most seem to be against it, and yet it continues.
In addition, while the focus of this article is on pre-employment and students, individuals are not safe even after they've heard those sweet words, "you're hired."
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Hopefully, at this point, it is becoming ever so clear that we all may be subjected to these intrusive practices and policies, regardless of your age, regardless of your industry, and regardless of whether you are in school, seeking employment, or even trying to maintain your
job. An individual's protection hinges on whether legislation is enacted to ensure the proper protections are secured for the people, while still striking the balance with the organizations' legitimate needs to screen applicants and students.
Thankfully, in the absence of all-encompassing law or law that has been modified to be in keeping with the times, states have begun to step up to the plate and enact laws to mitigate 69 
Id.
70 See generally Rooney, Diane M. Pietraszewski, supra note 10; Riego et al, supra note 30; Feuer, supra note 2.
the impositions created by these trends.
Current Protection for Students:
The Higher Education Privacy Act, which was passed in July 2012, is one example of the much needed protection for college students to guard against being compelled to release their private social media credentials to the school leadership. The Act prohibits an academic institution, both public and non-public, from requesting social media credentials or any other electronic identifiers from a student or applicant. 71 The Act was also written to not only encompass social media accounts but any electronic account, including e-mail accounts. 72 The institutions are also precluded from asking for a student or applicant to log onto their social media profiles in the presence of an agent of the school, deploy any type of electronic tracking mechanism, indirectly access the student or applicant's online profiles or account via another person, or to make a request or mandate for the student or applicant associate such as "friending" their profile or accounts with the institution or its representatives.
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Delaware State Representative, Darryl Scott, said, "I introduced the legislation to protect our students' First and Fourth Amendment rights. If a student is required to disclose their postings, as part of the college application process, would they write and share their thoughts freely? My concern was that they would not." 74 Attorney, Bradley Shear, points out that the law is really protection for both parties involved-the school and the student. 75 It also seems this Act attempted to strike a reasonable balance to protect the students, yet equipping the institutions with a means to take action when certain exceptions arise, such as scenarios involving health and 71 Del. Code Ann. tit. 14, § 8103 (West). 72 Id. 73 Id. 74 Hudson, supra note 60. 75 Id.
safety. 76 Another reason laws like the Higher Education Privacy Act are important is because it also ensures school officials cannot escape liability for alleged violations of the students'
Constitutional rights by raising the defense of qualified immunity on the basis of the law not being clearly established. 77 Unfortunately, the Higher Education Privacy Act does not provide protection for students who are in kindergarten through high school are not afforded protection under this Act. 78 However, the state has indicated that it expects there will be negotiations over including a provision to cover these students during the next legislative session.
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Like Delaware, California has also approved legislation to stop schools from demanding the students' social media credentials. 80 California Senator, Leland Yee, stated "California is set to end this unacceptable invasion of personal privacy. The practice of employers or colleges demanding social media passwords is entirely unnecessary and completely unrelated to someone's performance or abilities."
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Current Protection for Employees
Employees are no different from students in that their privacy is precious and some states are beginning to take action to stop the snooping employers. In 2012, both Maryland and
Illinois have passed legislation that would ban employers from seeking access to their employees' electronic sites, User Name and Password Privacy Protection and Exclusion Act and the Illinois Right to Privacy in the Workplace Act, respectively. 82 With the growing concern 76 Id. (The Act allows for the public safety officials to monitor social media activity if there is a "reasonable, articulable suspicions of criminal activity." They also have the authority to conduct an "investigation, inquiry, or determination conducted pursuant to an academic institution's threat assessment policy or protocol"). 77 Hudson, supra note 60 (Attorney, Wallace Hilke, discusses the law saying, "Legislation prohibiting school officials from forcing students to disclose passwords is a good idea because it would completely eliminate the qualified immunity defense, as there would be a clearly established statutory authority"). 78 Id. (State Representative Darryl Scott removed a provision that would have also extended cover to K-12 because there was not sufficient agreement for it to remain amid concerns that it would afford protection to bullies). 79 Id. 80 Id. 81 Id. Moreover, notice where this leaves applicants-with virtually no protection other than the meager protections afforded by the existing laws previously mentioned. So, let us turn our attention to SNOPA and the PPA to better understand what these proposed laws can do for us all and just how effective they have the potential to be in closing the door or these snooping schools and employers.
IV. Argument
The Solution-Enactment of SNOPA and the PPA and Why it is so Important Currently, there are large, gaping loopholes in the existing laws. Consequently, the existing laws are not adequate to provide protection for the privacy of society as has been shown throughout the discussion of this note. Therefore, it is necessary for federal laws to be enacted to ensure the citizens of this entire country are afforded the protections set forth in the Constitution of this great nation. 84 be unlawful for an employer to require an employee or applicant for employment provide a username, password, or any credential information that would gain the employer's access to electronic media tied to the applicant, including e-mail accounts, personal accounts on social networking sites. In addition, it would be unlawful to discriminate against, deny employment, or threaten action against any an applicant who declined to provide their online credentials. 87 The bill is also thorough in that it includes an anti-retaliation provision prohibiting action to be taken against an applicant for filing a complaint or participating in activities related to reporting a violation of this Act. 88 It is also important to note that the Act considers an "employer" to be 85 Id. (Attorney Bradely Shear supports this proposition stating, "I believe such legislation will eventually become the norm, because public policy and case law has indicated that requiring accessed to password-protected digital content may be against the law. old, the Constitution affords citizens of this country protection and it has been interpreted to preserve a right to privacy. As this note demonstrates, the intent of this precious amendment is being eroded with each day that passes. Therefore, passage of SNOPA and PPA is the most uniform way to ensure that all people are afforded equal protection and to ensure varying language from state to state does not preclude individuals from employment or educational advancements simply because of a snooping eye.
V. Conclusion
Regardless of what side of the issue you stand on-whether you are the student or employee who is vulnerable to being asked for your social media credentials or if you are an individual who is demanding these details-you should be aware of what SNOPA and PPA are and the purpose they serve. Just as individuals whose right to privacy is being established if the Act is signed into law; school organizations and employers, so too, should also be aware of 95 Id. 96 Id.
the benefits it brings.
First, it clearly establishes the lines you can and cannot cross. Secondly, you do not expose yourself to unintended litigation. As the old adage says, "avoid the appearance of evil,"
SNOPA and the PPA assists by ensuring your organization cannot engage in activity that can
give the appearance of using hiring or admission decisions that were, in part, based on protected criteria, such as race, age, religion, sexual orientation. Such litigation would prove to be quite burdensome for organizations to manage and most importantly, would affect their bottom line.
The legal system should also welcome the enactment of these laws, so that it is the Legislature, that is appropriately creating law, giving the judicial branch a clear basis to interpret and uphold the law as it was intended. Furthermore, this law will mitigate the risk of relying on otherwise ambiguous law, which creates splits among many circuits, and ever clogging the docket. To date, case law has demonstrated the challenges the various state courts have faced with attempting to interpret outdated language of the various technology related laws and the great difficulty in determining just how the recent developments in technology impacts the rights of each party to the litigation.
But above all else-each of us are individuals-whether by day we sit on the side of the table that is demanding the social media credentials or not-once you leave work-you too, are just an individual. Therefore, as a citizen of this county, you stand to be affected by a request to receive your credentials so someone else can snoop around your page.
Therefore, in addition to the legal basis for which these laws are of the utmost Importance. there is also a moral and ethical consideration to be made here as well. Whether we apply the Golden Rule Principal, Utilitarian, or the Kantian principle, it certainly seems from both a legal and ethical perspective, protecting personal privacy is treating someone else as we would expect to be treated, it is what will promote the greatest happiness for all, and ensure we do not use each other as just a means; rather we both are in the position to consent to transact with each other in a harmonious manner (student as an applicant to a school and applicant to a potential employer). SNOPA and the PPA promote all these theories and can ensure we are all protected.
If appropriate legislation is not enacted, it will be important for individuals to remain cognizant of the laws, or lack thereof, and that it really mean for you, your family, and your questions, will be a definitive, "no." For the answer to remedy all of these issues lies before us in the form of proposed legislation, SNOPA and the PPA.
